FiberSensor

Fiber Optic Intrusion Detection
System (IDS)

OPERATION & INSTALLATION MANUAL

Dec2009, Issue3




Table of Contents

L1.O PRECAUTIONS. ...t 2
2.0 GETTING STARTED ..ovnie e 3

SYStEM COMPONENTS ..oiiiiiiii et e e e e e aa e e aeee 3

Operating PrNCIPIES ....uuviiiiiieei et e e e r e e e e e e 5

System Bl ock Diagramééééeééecécééeéécée. éeéeéeéeée. ..

Software interface . . . . . . 0oL
30FIBER AND CONTROLLER | NSTALLATI ONéééeéeéecece.
4.0 ALARM PROCESSING.......oiiiiiiiiiiiieei e 18
5.0 WIND ANEMOMETERéééeeeeéeéééeeceeeeée. 19
6.0 PRODUCT SPECIFICATIONS ..o 19
70TROUBLESHOOTI NGéeéeéeéeéééééeeeeeeeée. ... .20



1.0 PRECAUTIONS

BEFORE USING THIS SYSTEM,
PLEASE READ THE FOLLOWING LIST OF PRECAUTIONS
When followed, these precautions will help insure years of trouble-free operation.

ADo not PULL the cable by its connectors

ADo Not USE FORCE when mating the optical connectors
The optical connectors are similar to coaxial cable connectors. There is a guide pin
for aligning the male connector and a spring loaded bayonet fitting for securing to the
female receptacle. These components must be extremely clean to allow light to pass
from one connector end through the next.
AAlways CLEAN connectors with alcohol or other optical

grade cleaning pad or wipe before mating

AAIways CAP unused connectors to maintain cleanliness

APROTECT connector junctions in exposed applications

All optical connections must be kept clean and dry for the system to function properly.
Seal any opening to the electronic enclosure to insure that it is water resistant. When
using insensitive leads or joining any two sensing cable lengths with a feed-through
coupler, encapsulate the junctions with a 3M Cable Splice Encapsulation Kit or install
in NEMA grade enclosure.

The Alarm Processing Unit contains a low power laser diode. When an optical cable
is not attached to the unit, the output optical connector emits light from the laser.
When an optical cable is attached to the laser at one end and the other end is free,
the free end emits laser light. The laser light is of a relatively low power, however it
should not be viewed directly with the naked eye.

CLASS 1 LASER OUTPUT

This product complies with 21 CFR 1040.10

This product complies with the laser safety regulations of FDA 21 CFR1040.10.

There is no increased exposure when enclosure is opened. Care must be taken not to look into
the Laser either at the fiber connections or at the fiber optic cable connector.



2.0 GETTING STARTED

System Components

The Motherboard has four bay locations that accept a combination of break and/or vibration
modules for up to four zones of detection. The Motherboard has multiple connectors for power,
optics, communications, anemometer for wind speed, tamper, and relay contacts. The drawings

in Figure 1 illustrate the location and function of each input and output. The Motherboard and the

modules are typically installed in the field in environmentally sealed enclosures.
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FIGURE 1

Identified in FIGURE 1 by letter are the following descriptions for all inputs and outputs from the

main board.

(A) THE POWER ON LED.



(B) THE EVENT DETECT LED

(C) THE RED ALARM LED INDICATING A VALID INTRUSION

(D) EIA RS232 DATA CONNECTIONS
*For Motherboards Rev D or earlier
When the jumper at(location Q JP1 pins 1-2) for wire communication the connector at (D) is
enabled and the three pin data connections are TX-GND-RX.

*For Motherboards Rev E or later Use connector (G) for communications.

(E) FIBER OPTIC DATA COMMUNICATION RECEIVER
*For Motherboards Rev D or earlier
When the jumper at JP1 pins 2-3 then the fiber optic communications is selected. The fiber
optic interface then communicates with a Fiber optic to RS232 interface.

*For Motherboards Rev E or later JP1 has been removed.

(F) FIBER OPTIC DATA COMMUNICATION TRANSMITTER
*For Motherboards Rev D or earlier
When the jumper at JP1 pins 2-3 then the fiber optic communications is selected. The fiber
optic interface then communicates with a Fiber optic to RS232 interface.

(G) RESERVED FOR FACTORY SETUP on Motherboards Rev D or earlier.

(H) 8 PIN CONNECTOR SUPPORTING 4 DRY CONTACT RELAY CLOSURES
The connector J12 provides 4 dry contact closures paired (1-2),(3-4),(5-6), and (7-8)
respectively. The contact closures can be jumper (R) either NO or NC for each relay.

() FOUR PIN CONNECTOR FOR AC/DC OR BATTERY BACKUP.

The power connector provides for both AC or DC operations 13-29VDC or 9-21VAC at pins
1&2 and pins 3&4 are battery backup connections.

(J) 8 PIN CONNECTOR THAT SUPPORTS FOUR INPUTS PLUS TAMPER CONNECTION.
Pins 1 thru 5 provides sense inputs for future use.

(K) THE LAST 2 PIN ON THE 8 PIN CONNECTOR IS THE TAMPER SWITCH CONNECTIONS.
This functions requires a dry contact closure to arm. When opened the Motherboard will
close the first relay connection and send an alarm value via the communications interface.

(L) WIND ANEMOMETER CONNECTIONS. Connector J15 is the Anemometer connections for
wind speed reject.

(M) PORT 1 Module
Either Vibration or Break module and are identified at initialization by the Motherboard.
Port 1 must be present if there is only one module plugged into the main card.

(N) PORT 2 PLUGIN
Either Vibration or Break module

(O) PORT 3 PLUGIN
Either Vibration or Break module

(P) PORT 4 PLUGIN
Either Vibration or Break module

(Q) JUMPER TO SELECT EITHER THE DATA EIA RS232 WIRE INTERFACE OR THE FIBER

OPTIC CONNECTION on Motherboards Rev D or earlier

(R) JUMPERS FOR THE FOUR ALARM RELAYS NO/NC. PINS 1&2,3&4,5&6,7&8

(S) COMMUNI CATI ONS ACTI VI TY LEDG6S
Shows the receive and transmit activity for either the wire or fiber optic communication.

Operating Principles



Processor Electronics unit

The FiberSensor Motherboard supports up to four plugin modules comprising either a Vibration or

Break modules in combination. The Motherboard controller automatically identifies the type of

module and its location in the system.

When interrogated by the Software Security applicatic
active ports in the system.

A tamper switch is also typically installed in the enclosure for tamper detection J14.

There are four dry contact relays each linked to a specific port on the main board J12.

Activity LED'S for Events, Alarm, and Communications are available to let the user know board

level activity.

Cup wheel anemometer (Optional)

The cup wheel anemometer connects directly to the FiberSensor Motherboard at J15 provides
wind information to add to the processor parameters in a windy environment making dynamic
adjustment in the system to minimize nuisance alarms. The Wind speed box in the software
application is checked to enable or disable this function. This feature is an option and only works
well in a windy environment where wind is prevailing and somewhat constant.

Vibration Module Operation

When an optical fiber is disturbed, it changes the way that it conducts light. The
change is very small; but with the right light source and detection method, this change
can be amplified to create a useful signal similar to the voltage generated by a
microphone in contact with something that is moving or vibrating. The FIBERSENSOR
exploits this principle to make an effective intrusion detector.

The system can be described on several levels. On the simplest level, a laser injects
coherent light for which all of its components consistently rise and fall together into
the fiber. This light transverses the fiber to a detector where it is converted to an
electrical signal. The signal from the detector is processed to decide whether there

is a disturbance of the right quality to generate an alarm. If the answer is yes, relays
are set to signal the alarm. The signal processing depends on parameters that are
set by the user to control what kind of signal will cause an alarm and what will not.

The vibration signal from the module is bandwidth defined by the user parameters.

The signal is digitized and fed to the central processor where the information is processed.

The central processor applies a variable domain negative time transform process. This helps
minimize background noise, and nuisance alarms. The user parameters define the limit for each
function. The NETWORK CONTROLLER INTERFACE is where these values are set and saved.

Break Module Operation

In its simplest form the break module detects the loss of signal thereby setting a flag to the
communications interface and setting the appropriate relay based on the port number. The
signaling used in this function is a serialized random number random time making is very difficult
to intercept and duplicate.

Standard Values
The units are shipped from the factory with the Motherboard ID set to 001 and subsequent
parameter value set accordingly.
1 SETTING OF Motherboard ID MUST BE DONE PRIOR TO CONNECTING THEN TO
THE NETWORK.



System Block Diagram




SOFTWARE INTERFACE

MAIN SCREEN

Parameter Definitions

Db Sensitivity Value = 0-63
The sensitivity value adjustment changes the gain from unity to 63dB. Care should
be taken when making this adjustment since is affects the relationship between
peak and average signal levels with respect to the reference. Recommended starting
value is 11.

Low Frequency Value = 10-630
This value represents the highest frequency that will be passed by the filter. The cutoff
attenuates at the rate of 22dB per octave. An example is if a value of 470 is set then
all frequencies up to 470Hz will be passed to the ADC for processing. Recommended
starting value is 70.

High Frequency Value = 10-630
This value represents the lowest frequency that will be passed by the filter. The cutoff
attenuates at the rate of 22dB per octave. An example is if a value of 230 is set then
all frequencies above 230Hz will be passed to the ADC for processing. Recommended
starting value is 130.

* From the example description of the low and high frequency setting a bandpass from
230Hz - 470Hz has been defined. When invoking the Spectrum Analyzer function in
Windows application the system will scan from 10Hz to 630Hz in 10Hz steps
resulting in a frequency analysis of the Fiber as to the predominate responses.



